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ILOILO SCIENCE AND TECHNOLOGY UNIVERSITY
BIDS AND AWARD COMMITTEE
For Goods Offered from within the Philippines

Project Reference No. ISAT U GOODS 2026-01-001

Procurement of Firewall-(EPA)

Name of Bidder:

1 2 3 4 5 [] 7 8

lem Country of Quantity Unit VAT | Unit Price Total Price
Category Description
No. Unit Brand Origin Price 12% wiTax wiTax

LOT1 Next Generation Firewall Appliance

20/18/10 Gbps [Pvé Frewal Throughput
(1518 /512 64 byte, UDP)

4.97 ys Firewall Latency (64 byte, UDP)

15 Mpps Firewall Thioughput (Packet per sac)

1.5 Million Concurrent Sessions (TCP)

56,000 New Sessionsisecond (TCP)

10,0000 Firewail Poiicies

11.5 Gbps [Psec VPN Throughput (512 byte)

1 [Firewall 2000 Gateway-Gateway Pgec VPN Tunnels unit 2

16,000 Client-Gatewal IPsac VPN Tunnels

1 Gbps SSL-VPN Throughput

500 Concurrent SSL-VPN users

1Gbps SSL Inspection Throughput

| Connectwity:

12 x GE RJ45 ports

4 x GE SFP siots

2 x 10GE SFP+ slots

12 x RJ4S HA ports & MGMT USB, Console port
U reckmount form factor
I%mm&m

(For Leon and Barotac Nusvo Campuses Deployment)

Next-Generation Firewall Appliance
Performance:

5.3 Gbps IPS throughput
3,1Gbps NGFW throughput

2.8 Gbps Threst Protection throughput
39/39/28 Gbps IPv4 Firewall Throughput
(1518512 / B4 byte, UDP)

3.17 s Firewall Latency (64 byte, UDP)

42 Mpps Firewall Throughput (Packet per se<)
|3 Milfion Concurrent Sessions (TCP)
140,000 New Sessions/second (TCP}
10,0000 Firewall Policies

35 Gbps IPsec VPN Throughput (512 byte)
2000 Gateway-Gatoway Psec VPN Tunnels
16,000 Client-Gatewal IPsec VPN Tunnels
1.5 Gbps SSL-VPN Throughput

500 Concurrent SSL-VPN users.

3 Gbps SSL Inspection Throughput

1 x 480 GB SSD Intemal Storage

2 |Firewall unit 1

Cannectivity:

16 % GE R4S ports

B x SFP ports

4 x 10GE SFP+ slots:

2 x RJ45 HAManagement ports, USB, Console port
1U rackmount form facior
Redundant Power Supply

(For Miagso Campus Deployment)

For both types of firewall, he subscripbons includes:

2. Anti-Mahware Protection (AV, Botnet Domains, Mobile Maware, Virus Outbreak Protection,
Content Disarm and Reconstruct 3,Abased Heurestic AV, Cloud Sandbax)

3. URL, DNS and Video Fitering

4. Ani-Spam

5. Application Control

5. Integrated SO-WAN, ZTNA, and Security Fabric Support

Scope of Works

*Delivery of tfhree (3) unit NGFW) g and into the
existing network infrastructure.

*Testing and commissioning of the frewall solution,

“Conduct of nowledge fransfer and basic tramng

for technical stall.

*"Provision of project documentation (hardisoft copy)

Suppiier Certificaions And Quaifications

*Service center within the locality

“The bidder must have at least one leam member

certified in a globally recognized network security

program for the product offered.

*The bidder must have at least one team member certified by an intemationally recognized cybersec
|organization.

Warranty And Technical Support

One (1) year wanranty on service

One (1) year license subscripbon

Payment Term

One-time payment (Afier Testing and Commissioning)

After Sales Services: Service center wilhin the locality
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|Gapable of analyzing fle types such as exs, com,
o1, doc, docx, docm, i, paf, zip, baip, gzip, rar,
tar, haltzh, 7z, and MS cabinet

Provides detaded threat inligence reports

SD-WAN

Supports mulliple WAN link

Supports application routing over preferred links
via firewail rules or policy-based routing

Support VPN including IPSec and SSLVPN URL Fitenng

Enerprise-grade URL Meting capabiltios

Fiexible web protection depioyment aptions,
ransparent proxy and explicit proxy mode

Support single sign-on (SSO) integration with AD,
@Directory, and RADIUS accounting.

Support browser-based 5SSO authentication using
Jon, proxy

(Nn_{n.mmm '
|Provide authenticabion services for he foliowing
VPN prolocols: iPsec, SSL. LZTP, PPTP.

Scope of Works
Delivery of (1) one firewall and af s components
Assist in the project design
Installation and configuration of al
systam component
Testing and Final implementation of the propased
solution
Knowledge ransfes
Provide project documentation
Supplier Certifications And Qualifications
Supphier must have a local store/office

certificate from the manufacturer
Manufacturer's certificate of Gold/PlatinumiTier 1

Partner
Localy-based, ful-tme employee of the prospective

bidder with proof of cerfificate:

2 Two (2) Cerfified Archilects

b. Twa {2) Senior Certified Project Manager

Waranty And Tochrical S
One (1) year warranty on sevice

One (1) year ficense subscription

Finnware updates during the subscription period,
24/7 via phone, web portal, and remota assistance
Onsite support, if necessary

Payment Term

One-time payment (After activation of fcense)
| Instaliation and configuration of al

System component

Trade-up: To replace the axisting firewall as it is
approaching end-of-ife

Delvery Period: 45 days
\Warranty Period: 1 year on parts/services.
Includes 1 year subscription of the following
Xstream Protection
Webserver Protection
Email Protection
After Sales Services:

With ARer Sales Support | Transfar

Legal Capacity:

Signature :

Duty authorized to sign the Bid for and behalf of:
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